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VINOVA

-stablished for 10+ years in Singapore. First in Vietnam
to provide cybersecurity solutions and products for
domestic and International customers.

Over 20 years of combined experience in the field of network security, we have
since provided information security services to over 1,000 domestic and
international organisations and businesses.

/ ’ Accredited by CREST as a Managed We are dlso amember of
‘ :/ > Security Service Provider (MSSP) for
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Who Is CREST?

CREST Is an international not=for-profit,
memibership body representing the global
cyler security industry.

CREST's goal is to help create a secure digital world for all by quality assuring
our members and delivering professional certifications to the cyber security
industry.

CREST members undergo a rigorous quality assurance process and employ
competent professionals. Organizations buying their cybersecurity services
fromn our members do so with confidence.

CREST
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Journey Of The
Security Process

Vulnerability Report &
Target Survey & verification & Recommendation
Information Gathering attack
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Scan for Assessment of Reassessment

weaknesses severity of
vulnerability
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Our Security Services

@

Security
Assessment

Perform simulated attacks to
expose security flaws

®

Consulting &
Incident Response

Consultation, risk compliance
and optimisation services

Training &
Cybersecurity Drills

Perform drills and
cybersecurity training for
your employees

(@

Security Operation
Centre (SOC)

A 360 degree operation on
monitoring and alerting
cyber attacks
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Security Assessment @
Penetration Testing (Pentest)

Penetration tests are invaluable for improving cyber security. We help to
find unpatched vulnerabilities in systems, applications, and networks -
uncovering as many exploitable vulnerabilities as possible.

Features

- Assists in assessing the system’s cyber security

- Detects dangerous security vulnerabilities on the
system

« Improves system defense and minimizes system
damage

« Supports system and administration and enhances
business reputation

Security Assessment @
Red Team

A red team exercise tests the ability of the defenders (the ‘blue team’) to
detect the attack and respond to it. We mimic a real-life attacker, using
any combination of tactics, technigues, and tools to access target
systems or data.

Features

- Includes cyber security experts thinking and acting
like hackers

- Operations are not restricted in the manner, scale,
and extent of attacks

- Focuses on the most important goal that customers
want to achieve

- Authorized to attack and exploit the system



05 | Our Services

Security Assessment @ Security Assessment @
Vulnerability Assessment Source Code Review
Discover vulnerabilities of all your networks, operating systems, and Analyse your code to find more complicated security exploitation
applications wherever they are (such as perimeter, internal networks, vulnerabilities that is not easily detected. This service complements
cloud, etc.). penetration testing.
Features Features
- Automated scanning by cybersecurity scanners, « Our security specialists will examine your
manual verification of results application’s source code line-by-line
« Reports of identified vulnerabilities and - Comprehensive documentation of existing security
recommended remediation generated by industry- weaknesses in the application.

recognized tools such as Nexpose and Rapid 7.
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Consulting & Training Consulting & Training @
Consulting & Incident Response Training & Cybersecurity Drill

Incident response is an approach to dealing with security breaches. The We organize cyber security drills to comply with the provisions of the
aim is to identify an attack, prevent damage and eliminate the cause of Ministry of Information and Communications.

the incident. An incident can be defined as any violation of law, policy, or
action that is not permitted, in relation to information assets.

Types of Consulting Types of Training Types of Drills

« Secure Programming - Scripted Drill

« Cybersecurity Awareness « Unscripted Drill
« Cybersecurity Process

« Cybersecurity Test

- Strategic Security Risk & Compliance
- SIEM Optimization Service
- Incident Response & Remediation

Areqs

Who's involved? :

| Targeted Team « Information Technology
- IncidentResponse Manager System

: - Software team :
- Project Manager nt | -  Industrial Control

: « Internal security team :
. Security Analyst Y Systems/ Operation
« All employees Technology

« Coroner
« Threat Researcher
-+ Legal Rep
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Operation

Security Operation Centre (SOC)

SOCs operate 24/7 around-the-clock, monitoring and alerting, almost immediately detecting attacks
on the system. A SOC would shorten processing time, eliminate attacks, minimize impact, and
prevent damage.

A SOC also provides a recovery plan, so that an IT system can return to its normal operating state.
SOCs would eliminate attacking lbehavior such as removing malicious code, blocking attack IPs, and
patching application vulnerabilities.

Detailed Services Features
- Security Monitoring . Operates 24/7 around-the-clock
- Managed Endpoint Security Service - Shorten processing time

- Managed SIEM Services

« Threat & Vulnerability Management AAS
- Threat Intelligence Service

« Incident Response Service

5
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Our Certifications
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Our Clients
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Why Us?

Our cybersecurity professionals bring deep business and technology
expertise in both information technology and operational technology
to help protect your digital world.

O
ol

Distinctive Committed Teamwork

We keep on top of the game by working Our relationships are built on responsible Our clients love how supportive we are. We
with state-of-the-art tools, top talent, and and reliable long-term commitment. MNCs communicate in direct and honest termes,
innovative thinking to battle increasingly and SMEs alike trust us to provide efficient and we'll do what's best for you - after all,

complex threats. and effective strategies. your success is ours too.



VI N OVA WWW.VINOVO.Sg

We'll deliver!

SINGAPORE HQ

28 Sin Ming Lane #03-137,
Midview City, Singapore 573972

+65 6707 3597 hello@vinova.sg

Scan for More!

VIETNAM DEV CENTERS
Ho Chi Minh - Ha Noi - Da Nang




